Suggested Curriculum for Networking Lab, Fall 2000

Workshop 1 – Assemble Hardware


See Presentation Manager (grace.evergreen.edu/nsl/)

Workshop 2 – Set-Up Basic Network


See Presentation Manager (grace.evergreen.edu/nsl/)

Workshop 3 – Link and Network Layer Processing

Source
Recommended Exercises

TCP/IP Illustrated Chapter 4 – ARP
4.2, 4.4

TCP/IP Illustrated Chapter 6 – ICMP
6.1, 6.4

TCP/IP Illustrated Chapter 9 – Routing
9.2, 9.3, 9.4

TCP/IP Illustrated Chapter 8 – Traceroute
8.1, 8.3, 8.4

Building Firewalls With Linux and OpenBSD or http:/www.openBSD.com/FAQ/FAQ6.html or http://www.alliancedatacom.com/firewall-tutorial.htm

or some other firewall reference


Objective: Learn the basics of link layer and network layer processing.  Learn how to set up and change a routing table.  Be able to implement some basic firewall functions on a host.

Activity: Construct a router that separates at least one host from the rest of your network – you may do this by having s router have one link to the hub, and another link over a crossover cable to another host.  Set up the routing table on one of the hosts to access this new host over the router.  View an ARP request over the router for this host’s MAC address.

Activity: View the ipf.rules and ipnat.rules files in /etc on the main firewall/router and determine the function of each line.  The password for user root on the router is RatFink.

Workshop 4 – UDP Processing and DNS

Source
Recommended Exercises

TCP/IP Illustrated Chapter 11 – UDP
11.3, 11.4

TCP/IP Illustrated Chapter 12 – Broadcasting
12.2, 12.4

TCP/IP Illustrated Chapter 14 – DNS
14.1, 14.3

Objective: Learn the basics of UDP processing.  Learn how DNS is used and how to set up and use a DNS server and client.

Activity: Create a DNS server on your network, name all of your machines, and have your machines communicate only using names and the DNS server.

Workshop 5 – TCP Processing

Source
Recommended Exercises

TCP/IP Illustrated Chapter 17 – Introduction
17.2, 17.4, 17.5

TCP/IP Illustrated Chapter 18 – Establish and Terminate a Connection
18.3, 18.4, 18.6, 18.7, 18.9, 18.9, 18.13

TCP/IP Illustrated Chapter 19 – Interactive Data Flow
19.3

TCP/IP Illustrated Chapter 20 – Bulk Data Flow
20.3, 20.6

TCP/IP Illustrated Chapter 21 – Timeout & Retransmit
21.1, 21.4, 21.5, 21.7, 21.8

TCP/IP Illustrated Chapter 22 – Persist Timer
22.2

TCP/IP Illustrated Chapter 23 – Keepalive Timer
23.1, 23.2

TCP/IP Illustrated Chapter 24 – Futures & Performance
24.1, 24.2, 24.6, 24.7, 24.8

Note – this is the most theoretical portion of this curriculum and has more bookwork than any workshop.

Objective: Obtain a thorough understanding of TCP and its supporting algorithms.

Activity: Design and present an hour long workshop on TCP.  Get permission to present it to another program (CnC, DtoI, CofC, etc.) and tailor the mathematical portions to the level of the class.

Workshop 6 – Applications

Source
Recommended Exercises

TCP/IP Illustrated Chapter 26 – Telnet & RLogin


TCP/IP Illustrated Chapter 27 – FTP
27.2

TCP/IP Illustrated Chapter 28 – SMTP
28.2, 28.3

Objective: Obtain an understanding as to how some of the most basic applications work.

Activity: Telnet from one host on your network to another and do something.

Activity: FTP a file from the host you are on, to another, then back again.

Activity: On a host, say “foo”, with user “guy”, send a simple message to another host, say “poo” with user “girl” (from guy@foo to girl@poo).  

Other Possible Workshops to be Developed

Printing across a network (set up Windows or a UNIX print server and print from other hosts).

SAMBA.

Distributed Processing.

Virtual LAN’s.

Secure Connections / Try to Compromise a Connection’s Security

